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Preface

Health care for obvious reasons has become an even more relevant — or
at least more publicly discussed — topic in the past two years in the wake
of the Covid19-pandemic. Digitalisation and its consequences for all areas
of society has been a very much debated topic over the last decade. The
combination of health care and digital solutions in that sector has become
one of the focal points of attention when discussing how to deal with a
pandemic of the scale of Covid19. Even though one wished that it would
not need such a type of proof for the relevance of finding adequate digital
solutions in order to offer more effective services whilst respecting the
legal framework and noteably fundamental rights such as the right to
privacy, it can be seen as a confirmation of the relevance of the research
topic for which you readers are holding the outcome in your hand - or
viewing it on a screen respectively.

Giorgia Bincoletto explored in her Ph.D. thesis between the end of 2017
and 2021 a very specific aspect of EU data protection law and how it is
relevant in “electronic health care” solutions: “Data Protection by Design
in the E-Health Care Sector: Theoretical and Applied Perspectives”.
We are very pleased that with the support of the Faculty of Law of the
University of Trento and the “eHealth” Research Units within Fondazione
Bruno Kessler and the Competence Center on Digital Health “TrentinoS-
alute4.0” we are able to bring the results of her thesis to a wider public at-
tention by including this book, based on her thesis, in the “Luxemburger
Juristische Studien — Luxembourg Legal Studies” with Nomos publisher
as volume 22, also available as open access e-book. Digital solutions play
a very important role in processing medical information and that in turn
is a sensitive category of personal data concerning the patients which are
at the same time data subjects. Therefore, it is of utmost importance that
such solutions are especially considerate of the requirements to protect and
secure the data involved. Not last with its inclusion as a core principle in
the EU’s General Data Protection Regulation, the concept of Privacy by
Design is one of the answers to this challenge. Article 25 of the GDPR
sets in its first paragraph the standards that are expected to be met in
data processing in this regard, which include technical and organisational
measures. Giorgia Bincoletto has attempted at analysing more in detail what
these requirements mean in practice for solutions in the e-health care
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sector. She provides a thorough analysis of the principle and its evolution
as well as a very comprehensible overview of data protection issues in
the e-health sector. In view of existing standards in the United States of
America, to the benefit of European readers, she includes a comparative
analysis with those rules. In addition, being an interdisciplinary work, she
also gives an overview of technological solutions and tools already in use
or being developed, and measures these against the legal framework. With
this basis her book can conclude with very concrete guidelines on how to
implement data protection by design in e-health record systems, providing
guidelines with a kind of checklist that can be used by software developers,
data controllers but also any stakeholder involved in this sector. Focusing
on e-health record systems allows a very specific answer to the research
question which enriches the already very valuable theoretical analysis on
which it is based.

The Ph.D. thesis of Giorgia Bincoletto was prepared in the framework
of the joint international Ph.D. degree programme “Law, Science and
Technology” (LAST-JD) of the University of Bologna and in a joint doc-
torate (“co-tutelle”) with the University of Luxembourg. The programme
offers an enriching atmosphere that brings together junior researchers on a
broad range of topics related to digital matters and encourages an interdis-
ciplinary approach to the research questions tackled. It is a challenging but
inspiring task for the students enrolled to not only match this expectation
but also conduct their research stays at the partner universities as part of
their mobility within the programme. I was privileged to be Giorgia Binco-
letto’s supervisor of this thesis and could witness how much she profited
from the insight and different perspectives of the colleagues involved at
the partner universities, both with the professors and research teams as
well as with her colleagues in the programme. She was not only active
researching her Ph.D. project topic and contributing to the work of my
research team during her stay here in Luxembourg, but also published
in and presented at international venues and has offered expert insight
about Italian data protection authority decisions in the “European Data
Protection Law Review”. After completing her thesis with the defence on
26 March 2021 at which the jury expressed admiration for the excellent
quality of the work, the manuscript was updated for this publication and
reflects developments until October 2021. As mentioned in the first lines
of this preface, recent events have accelerated the desire and push for e-so-
lutions also in the health care sector. It is obvious that the research topic
will move and further evolve in the coming years, but the work published
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here will remain of relevance as it offers guidelines that continue to be
applicable even if new technological solutions will be developed.

I am convinced that anyone interested in data protection issues generally
and even more so specifically in the current state of the e-health sector and
specific solutions to creating electronic health record systems, will find this
publication valuable and offering concrete solutions. I therefore hope that
it will find many readers including potential future junior researchers that
understand the value of interdisciplinary research such as the one offered
in the LAST-JD-programme. I am also happy to see that Giorgia Bincoletto
is continuing with the research for which she has laid the basis in her
thesis as a post-doctoral researcher at the University of Trento.

Dr. Mark D. Cole

Professor for Media and Telecommunication Law
University of Luxembourg and

Director for Academic Affairs

Institute of European Media Law (EMR)
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